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why use cdn ?
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" Http Headers , Abort cache http protocol”



http header

Expires vs Cache-Control max-age

200 from cache vs 304

when F5 vs ctrl + F5 , add args in request header

@ F5 — Cache-Control: max-age=0 ; If-Modified-Since. . -
@ Citrl F5 — Cache-Control: no-cache Pragma: no-cache

Last-Modified + If-Modified-Since vs Etag + If-None-Match



http header

@ no-cache vs no-store
@ in reuqest header
@ no-cache , not get cache data  (CTRL + F5)
@ no-store, None
@ in response header
@ no-cache , Allow cache action
@ chrome : reqeust again , Check 304 every time.
@ ie9/FF : request again , Not cache data

@ no-store , cache action ,get file from source, All node not cache .



http header

X-Cache : HIT from xd33-98.sina.com.cn
X-Forwarded-For : client_ip proxyl_ip proxy2_ip

Via : cache42.12nul6-1[0,200-0,H], cache6.12nul6-1(8,0]
Age : cache age

Range : bytes=500-999
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schduler zone contains view dns and each
cache load ”



scheduler

@ smart dns
@ view
@ ip db
@ edns

@ rule priority
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dns cluster
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anycast dns cluster
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cache server optimize”
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cdn secure

@ + Ssecure
@ waf
@ ddos
e MEIBMN
@ CC

@ limit rate or drop
@ I ik T i

@ js insert cookie token , cdn diff token



@ SYN

ddos & cc o AEHY

@ success conn

@ proxy
@ it
@ ACK

@ syn cookie
@ ES
@ |limit conn

@ fThiE/RIP
@ KFH7SYN
@ RELAACK
@ Connection Flood

@ active counter

@ ip rate limit

b0y

@ js input token
@ cookie js 302



pull vs push

@ pull

@ ops submit urls ,then cdn requests the urls.
@ push

@ cdn push files to cdn store
@ quickly push cache files with p2p

@ use icp protocol in the same zone
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@ lru = double linked list + hash map

@ hash map 7574 linked node
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% % cache
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@ purge
@ %4% (refer, token)
@ [Rig
@ for source server

@ for client
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ESI vs SSI vs CSI

@ csi
@ iframe, ajax ..
@ ssi
@ include file
@ only source server
@ esi
@ pageage in edge cache

NS
~ ﬂ

<esi:include src="top_news.php” max-age="45"/>

<esi:include src="comment.php” max-age="45"/>







dns i3 = M X

[ruifengyun@devops ~ ]$ dig @180.153.225.136 xiaorui.cc

;; ANSWER SECTION:
Xiaorui.cc. 385 IN CNAME xiaorui.cc.w.kunlunca.com.
xiaorui.ccw.kunlunca.com. 30 IN A 122.228.74.183

[ruifengyun@devops ~ ]$ dig @114.114.114.114 xiaorui.cc
;; ANSWER SECTION:

Xiaorui.cc. 180 IN CNAME xiaorui.cc.w.kunlunca.com.
xiaorui.cc.w.kunlunca.com. 180 IN A 119.167.151.224

[ruifengyun@devops ~ ]$ dig @8.8.8.8 xiaorui.cc

;; ANSWER SECTION:

Xiaorui.cc. 599 IN CNAME xiaorui.cc.w.kunlunca.com.
xiaorui.cc.w.kunlunca.com. 179 IN A 222.161.210.45



cdn hit missi| X

[ruifengyun@devops ~ 1$ curl -I http://sports.sina.com.cn/china/
HTTP/1.1 200 OK

Server: nginx

Date: Tue, 21 Jun 2016 05:31:19 GMT
Content-Type: text/html

Last-Modified: Tue, 21 Jun 2016 04:34:29 GMT
Vary: Accept-Encoding

Expires: Tue, 21 Jun 2016 05:32:19 GMT
Cache-Control: max-age=60

X-Powered-By: schi_v1.02

X-Cache: HIT from ctc.gz.1cf2.42.spool.sina.com.cn
ETag: "57451990-481"

[ruifengyun@devops ~ ]$ curl -I http://sports.sina.com.cn/china/

X-Powered-By: schi_v1.02
X-Cache:


http://spool.sina.com.cn
http://spool.sina.com.cn

cdn hit missi| X

[ruifengyun@devops ~ 1$ curl -I http://sports.sina.com.cn/china/
HTTP/1.1 200 OK

Server: nginx

Date: Tue, 21 Jun 2016 05:31:19 GMT
Content-Type: text/html

Last-Modified: Tue, 21 Jun 2016 04:34:29 GMT
Vary: Accept-Encoding

Expires: Tue, 21 Jun 2016 05:32:19 GMT
Cache-Control: max-age=60

X-Powered-By: schi_v1.02

X-Cache: HIT from ctc.gz.1cf2.42.spool.sina.com.cn
ETag: "57451990-481"

[ruifengyun@devops ~ ]$ curl -I http://sports.sina.com.cn/china/

X-Powered-By: schi_v1.02
X-Cache:


http://spool.sina.com.cn
http://spool.sina.com.cn

cdn hit missi| X

[ruifengyun@devops ~ 1$ curl -I xiaorui.cc
HTTP/1.1 200 OK

Server: Tengine

Content-Type: text/html; charset=UTF-8
Content-Length: 105749

Connection: keep-alive

Vary: Accept-Encoding

Date: Tue, 21 Jun 2016 05:26:40 GMT
X-Powered-By: PHP/5.3.3

Cache-Control: max-age=3, must-revalidate
WP-Super-Cache: Served supercache file from PHP
Via: cache24.12nu16-1[0,200-0,H], cache20.12nu16-1[1,0], kunlun8.cn239[0,200-0,H],
kunlun10.cn239[0,0]

Age: 2504

X-Cache: HIT TCP_MEM_HIT dirn:9:536240464
Eagleld: 7a8de38a14664893048527282e
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