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http 1.1 vs 2.0
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Connection
Stream 1
Request message
HEADERS frame (stream 1)
:method: GET
:path: /index.html
:version: HTTP/2.0 >
:scheme: https
user-agent: Chrome/26.0.1410.65
Response message
HEADERS frame (stream 1) DATA frame (stream 1)
:status: 200
:version: HTTP/2.0
<+ server: nginx/1.0.11 ... Tesponse payload... —
vary: Accept-Encoding
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Host: www.example.org
. . Content-Type: application/json
Session (TLS) (optional) Content-Length: 15
{"msq”:"hello"}
Transport (TCP)
HTTP 2.0
Network (IP) HEADERS frame
—p| DATA frame
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» Internet Protocol Version 4, Src: 127.0.0.1, Dst: 127.0.90.1

» Transmission Control Protocol, Src Port: 60302, Dst Port: 3001, Seq: 43, Ack: 19, Len: 407

v HyperText Transfer Protocol 2
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HEADERS, Stream ID:
DATA, Stream ID: 15, Length 7
HEADERS, Stream ID: 17, Length 9, POST /grpc.simple.UserService/GetUserInfo
DATA, Stream ID: 17, Length 7

Length 112, POST /grpc.simple.UserService/GetUserInfo
Length 9, POST /grpc.simple.UserService/GetUserInfo
Length 9, POST /grpc.simple.UserService/GetUserInfo
,» Length 9, POST /grpc.simple.UserService/GetUserInfo
, Length 9, POST /grpc.simple.UserService/GetUserInfo
11, Length 9, POST /grpc.simple.UserService/GetUserInfo
13, Length 9, POST /grpc.simple.UserService/GetUserInfo
Length 5
Length 7

Length 7
Length 7
Length 7
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Length 7
15, Length 9, POST /grpc.simple.UserService/GetUserInfo
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Static table

Request headers 1 -authority Encoded headers
:method GET 2 :method GET 2
:scheme https 7
:host | example.com » 51 referer » 63
‘path /resource 19 | Huffman(“/resource”)
user-agent | Mozilla/s.0 ... 62 | user-agent | Mozilla/5.0 ... 62
custom-hdr | some-value 63 ‘host | example.com Huffman(“custom-hdr”)
Huffman(“some-value”)

Dynamic table
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http://http2.github.io/http2-spec/compression.html#static.table.definition

wirshark hpack

v Header: :scheme: http
Name Length: 7 ‘h-“~

Name: :scheme
Value Length: 4
Value: http
:scheme: http
Representation: Indexed Header Field
Index: 6
v Header: :path: /grpc.simple.UserService/GetUserInfo
Name Length: 5
Name: :path
Value Length: 36
Value: /grpc.simple.UserService/GetUserInfo
:path: /grpc.simple.UserService/GetUserInfo
Representation: Indexed Header Field
Index: 68
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http://http2.github.io/http2-spec/compression.html#static.table.definition
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http://http2.github.io/http2-spec/compression.html#static.table.definition

server push

® © ¥ Q —| Preserve log [ | Disable cache @ Online v + %

Filter ] HidedataURLs 1]} | XHR JS CSS Img Media Font Doc WS Manifest Other

Name Method Status Type Initiator / Size Time
| | serverpush GET 200 document  Other 66.2 KB

|| style.css?1566961229677757045 GET 200 stylesheet Push / serverpush 17.5 KB

|| jquery.min.js?1566961229677757045 GET 200 script Push / serverpush 91.4 KB

| | playground.[s?1566961229677757045 GET 200 script Push / serverpush 14.3 KB

| | godocs.js?1566961229677757045 GET 200 script Push / serverpush 9.2 KB


http://http2.github.io/http2-spec/compression.html#static.table.definition
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header frame
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flags

O
» Stream: HEADERS, Stream ID: 1, Length 112, POST /grpc.simple.UserService/GetUserInfo * END—STREAM
» Stream: HEADERS, Stream ID: 3, Length 9, POST /grpc.simple.UserService/GetUserInfo
» Stream: HEADERS, Stream ID: 5, Length 9, POST /grpc.simple.UserService/GetUserInfo
v Stream: HEADERS, Stream Lenth 9, POST /grpc.simple.UserService/GetUserInfo %* END—HEADERS
Length: 9
Type: HEADERS (1)
v Flags: 9x0e4 ‘// % PRIORITY
vess +2.8 = End Stream: False
«ess 21.. = End Headers: True e
«sss @0... = Padded: False * °ee
««®. .... = Priority: False
0.9 ..0. = Unused: 0x00 B U | ..

@uit vuus wuns wued weee sasse seae weee = Reserve  , Stream: HEADERS, Stream ID: 5, Length 9, POST /grpc.simple.UserService/GetUserInfo

. 000 0000 0000 000D 0000 Q00O 0000 0111 = Stream » Stream: HEADERS, Stream ID: 7, Length 9, POST /grpc.simple.UserService/GetUserInfo
[Pad Length: @] » Stream: HEADERS, Stream ID: 9, ﬁiﬂg-n_gé POST /grpc.simple.UserService/GetUserInfo
Header Block Fragment: 8386c4c3c2clc@bfbe » Stream: HEADERS, Stream ID: 11, Length 9, POST /grpc.simple.UserService/GetUserInfo

[Header Length: 256] » Stream: HEADERS, Stream ID: 13, Length 9, POST /grpc.simple.UserService/GetUserInfo
» Stream: DATA, Stream ID: 11, Length 5

» Stream: DATA, Stream ID: 3, Length 7

» Header: :method: POST » Stream: DATA, Stream ID: 13, Length 7

v Stream: DATA, Stream ID: 7, Length 7

Length: 7
Type: DATA (@)
v Flags: @xel /
eess ennl End Stream: True
cses Baaa Padded: False
0020 .00. Unused: ©x00
Ouoss sans wasas sass sans -asns «ass ssas = Reserved: 0x0@
.000 0000 0000 0000 00POD 00BO 000G @111l = Stream Identifier: 7
[Pad Length: @]
Data: 00000000020802
» Stream: DATA, Stream ID: 1, Length 7
» Stream: DATA, Stream ID: 9, Length 7
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[Header Count: 9]




. # http 2.0 IEEHTIE

Client Server

/ N

GET /hello.txt HTTP/1.1

Host: www.example.com

Connection: Upgrade, HTTP2-Settings
Upgrade: h2c

HTTP2-Settings: <HTTP/2 SETTING

\ frame encoded as a base64url string> ) server does no! E N N SO ~
h g :upportH'lc"TPIZ l I * %}:' u#lﬁ% htt p 1 o 1EEﬂé&TdJ\lM15ﬁE*

HTTP 1.1

HTTP/1.1 200 OK
Content-Length 243

! Content-Type: text/html i * U pg ra d e: h 2 C

If server support HTTP/2

o * HTTP2-Settings: <base64url encoding of h2
o Uy w] SETTINGS payload>

Connection: Upgrade
Upgrade: h2c

e | e | *+ PRSBim(EAttpl.1ix[E] 101 Switching Protocols

SETTINGS Soms Connection Preface

i ] * PRSIRERhttp2.0&XSETTINGS framelEiEF=

[Response to upgrade request: } HT:-TP /2 (Prefdce)

HEADERS frame
DATA frame

> * EPimtAEIN— M S SETTINGSIEEZEFS

{ Next HTTP/2 request }
| S

[ Next HTTP/2 response ]
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data frame

END_HEADER=true
END_STREAM=true

read data length in last stream



how to test

% wireshark
* nghttp2

* nghttp -nv https://nghttp2.org

* http2 vs httpl.1 &R
* https://http2.golang.org/gophertiles

% https://http2.akamai.com/demo
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tcp hol Blocking

stream 1

Lh’r’rp client ) Ui o | IR — -:'k server J
Rt -

head of line blocking
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how to do ?

* http2 Z15#

Akamai CDN report

EMEERBHIMNEEIAER T, http2Eihttp 192 ERERRN.
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HTTPA.1 HTTP/2

Latency: Latency:
Load time: Load time:

Demo concept inspired by Golang's Gophertiles

Return to Akamai’s HTTP/2 page

Blog explaining how this demo works

* Charles

* Fiddler
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quic over udp
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quic ZFFIRIL
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TLS 7 -
* udp PE »E\ nginx tcp 443)
% udp qos e e J
Quic -
chrome>z#F >E\ caddy tcp 443)

NQINXET A SZHF
caddy proxy *  nginxiR[BEI3ZHFquic

% add_header alt-svc 'quic=":443"; ma=2592000; v= "“39";
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* google spdy

* http2

HTTP semantics

HTTP/3 syntax ©
QUIC packets

* google quic

% http3 UDP datagrams
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